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OVERVIEW

• DATA TRANSFER TO THIRD COUNTRIES 
• Principle

• Adequacy Decision - e.g. E.U. - US Privacy Shield

• Appropriate Safeguards – e.g. BCR

• Derogations

• CONTRACT DRAFTING



Data Transfer to Third Countries
Principle 
• No limitations to transfer personal data 

within the European Economic Area (EEA).

• Outside the EEA, personal data may only be 
transferred to Third Countries with an 
adequate level of data protection.



Data Transfer to Third Countries
Principle 
The EEA consist of the following countries:

• EU consists of 28 Member States (Austria,
Belgium, Bulgaria, Czech Republic,
Cyprus, Denmark, Estonia, Finland,
France, Germany, Greece, Hungary,
Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Poland,
Portugal, Romania, Slovakia, Slovenia,
Spain, Sweden, United Kingdom and
Croatia); and

• Norway, Iceland and Liechtenstein.



Adequate level 
of data 
protection?

• COMMISSION ADEQUACY DECISION: 
• A Third Country has received an adequate

decision from the European Commission
to freely transfer personal data

• E.g.: EU-U.S. Privacy Shield

• ADEQUATE SAFEGUARDS:
• Binding Corporate Rules (BCR)

• Standard Contractual Clauses (SCC)

• Codes of Conduct & Certification

• DEROGATIONS 
• Specific situations

• Not intended for structural, massive and 
continuous data transfers



Adequacy
Decision
Methodology

• The Adequacy Decision of the European Commission shall be
influenced by:

- legal protections for human rights and fundamental freedoms;

- existence and effective functioning of Data Protection Authorities.

• Adequacy Decisions are periodically reviewed, at least every four (4)
years, taking into account all relevant developments.

• Following the review, the status of the Adequacy Decision can be
repealed, amended or suspended by the European Commission.



Adequacy Decision
EU - U.S. Privacy Shield

• Invalidation by the ECJ of Safe Harbor (i.e. the previous EU-U.S. data sharing framework) 
in its 2015 Schrems decision.

• Revised mechanism governing the transatlantic data flow between the EU and the U.S. 
for commercial purposes.

• Principles of the Privacy Shield lay out the requirements for inter alia:
• the use and treatment of personal data received from the EEA;
• access requests from EU data subjects;
• recourse mechanism for EU citizen complaints such as limitations on data retention;
• accountability for onward transfers; 
• an ombudsman for redress by EU individuals in relation to the transfer of their data to 

the U.S; and
• a monitoring mechanism by the U.S. Department of Commerce, etc.



Adequacy Decision
EU - U.S. Privacy Shield
• Participating companies must self-certify to the U.S. Department of 

Commerce their adherence to the principles of the Privacy Shield and that 
they meet the high standards set out by the arrangement.

• How to self-certify?
• A company must provide to the U.S. Department of Commerce a self-

certification submission, signed by a corporate officer on behalf of the 
company that is joining the Privacy Shield containing the minimum 
required information;

• Privacy Shield  benefits are assured from the date on which the U.S. 
Department of Commerce has placed the company on the Privacy Shield 
list after having determined that the submission is complete.



Adequacy Decision
Privacy Shield
• Companies will have to renew their registration every year.

• The U.S. Department of Commerce will monitor and actively verify that 
companies’ privacy policies are in line with the relevant Privacy Shield principles 
and readily available to the public.

• The U.S. has committed to maintaining an updated list of current Privacy Shield 
members and removing those companies that have left the arrangement.

• The U.S. Department of Commerce will ensure that companies that are no longer 
members must still continue to apply its principles to personal data received 
when they were in the Privacy Shield, for as long as they continue to retain the 
personal data.



Appropriate Safeguards
Binding Corporate Rules (BCR)

• Intra-Group mechanism: to be used within the same
corporate group (including to members of that corporate
group established in Third Countries).

• BCR require prior approval of the Data Protection
Authority (DPA). Each company is free to appoint the
competent DPA provided that it is located within the EU.

• Cannot be used for data transfers outside the corporate
group (e.g. to a third party that is not part of the corporate
group established in the Third Country).

• If BCR are approved, no further DPA approval will be
required for transfers of personal data made under the
BCR.



Appropriate Safeguards
Binding Corporate Rules (BCR)

The BCR’s must:

- specify the purpose of the transfer and affected categories 
of personal data;

- reflect the requirements of the GDPR;

- confirm that the EU-based data exporters accept liability 
on behalf of the entire group;

- explain complaint procedures; and 

- provide mechanisms for ensuring compliance (e.g. audits).



Appropriate Safeguards
Standard Contractual Clauses
• Standard contractual clauses are standard data protection 

clauses, as approved by the European Commission:

- standard contractual clauses for processors;

- standard contractual clauses for controllers.

• Standard contractual clauses do not require any further 
authorization from a Data Protection Authority.

• Standard contractual clauses are not to be changed by parties.



Appropriate Safeguards
Code of Conduct & Certification

• Code of conduct & certification are new mechanisms provided under 
the GDPR.

• Are not yet implemented in practice.



Derogations

In addition to the (i) Adequate Decision and the (ii) Appropriate Safeguards,
cross border data transfers are allowed in the following specific situations:

1. Explicit consent;

2. Contract performance;

3. Third-party agreements in the individual interest of the data subject;

4. Public interest;

5. Legal claims;

6. Protection of vital interest;

7. Transfers from EU public registers;

8. Compelling legitimate interest of the controller.

NOT INTENDED FOR STRUCTURAL, MASSIVE AND CONTINUOUS DATA 
TRANSFERS



Derogations
1. Explicit consent

On the basis that the data subject, having been informed of the possible risks of such transfer,
explicitly consents.

2. Contract performance

If the transfer is necessary for: (i) the performance of a contract between the data subject and the
controller or (ii) the implementation of pre-contractual measures taken in response to the data
subject’s request.

3. Contracts that are in the data subject’s interest

If this is necessary for the conclusion or performance of a contract between the controller and a
third party, where it is in the interest of the data subject.

4. Public interest

If the transfer is necessary for important reasons of public interest. Such public interests must be
recognized in EU law or in the law of the Member State to which the controller is subject.



Derogations
5. Legal claims

If the transfer is necessary for the establishment, exercise or defense of legal claims.

6. Protection of vital interest

If the transfer is necessary to protect the vital interests of the data subject.

7. Public registers

If the transferred data are taken from a register which is open to the public. However, this 
does not permit a transfer of the entire register.

8. Compelling Legitimate Interest

- The data transfer is not repetitive (one off transfer).

- It concerns a limited number of data subjects.

- The cited legitimate interests do not override the interests or rights and freedom of the 
data subjects concerned.

- Both the relevant DPA and the data subjects are informed about the transfer.



Practical Guidelines

• Identify and map all cross-border data flows.

• Examine and assess for each of these data flows whether:
• Receiving country is an EEA Member State or deemed “adequate”;
• If not, whether any “appropriate safeguards” have been put in place; and/or
• If not, whether any specific derogations apply.

• Consult European Data Protection Board & periodic reviews of adequacy 
decisions. Check your data transfer mechanism and verify if they are still 
appropriate/valid.

• Scherms II: the above won’t solve the problem but if the judgment invalidates 
certain data transfer methods, you will be able to assess the impact more rapidly 
and when other alternatives become available, to move faster to put them into 
place;

• Review your standard procurement templates and agreements with your service 
providers.



CONTRACT 
DRAFTING

Primary question that should be asked: will personal data be collected/processed within the 
framework of the project. IF YES, 

Will personal data be transferred outside the EEA?

Which categories of personal data will be collected?

From whom (e.g. clients, vendor personnel, etc.)?

For which purposes? 

Will there be any risky data processing activities (e.g. profiling)?

What is the retention period? 

Who determines which personal data shall be collected ?

Who determines which technical and organizational measures will be taken? 

Who will have access to personal data? 



CONTRACT DRAFTING

• Determine qualification of each party (controller or processor). 

• Determine which clauses are to be put into place: C2P, C2C versus joint 
controller.

• If necessary, to establish a Data Privacy Impact Assessment (DPIA).

• How to inform data subjects and respond to requests originating from data 
subjects? 



Monetary Fines

• Failure to comply with GDPR’s international data transfer provisions 
may result in high fines.

• RISK: fines up to EUR 20 million OR 4% of your organizations global 
annual turnover.



QUESTIONS

Thank you


